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Cybercrime 

In general cybercrime may be defined as “Any unlawful act where computer or communication device or 

computer network is used to commit or facilitate the commission of crime”. 

Intellectual Property Rights  

Intellectual property (IP) refers to creations of the mind, such as inventions; literary and artistic works; 

designs; and symbols, names and images used in commerce. IP is protected in law by, for example, patents, 

copyright and trademarks, which enable people to earn recognition or financial benefit from what they invent 

or create. 

Plagiarism  

Plagiarism is the "wrongful appropriation" and "stealing and publication" of another author's "language, 

thoughts, ideas, or expressions" and the representation of them as one's own original work. Plagiarism is 

considered academic dishonesty. 

Digital Rights Management  

Digital rights management (DRM) is a systematic approach to copyright protection for digital media. The 

purpose of DRM is to prevent unauthorized redistribution of digital media and restrict the ways consumers can 

copy content they've purchased. Typically, DRM is implemented by embedding code that prevents copying, 

specifies a time period in which the content can be accessed or limits the number of devices the media can be 

installed on. 

Creative Commons 

Creative Commons (CC) licenses aren’t quite open source. They are common for design projects. A CC 

License has four basic parts. 

1. Accreditation: Author must be attributed as the creator of the work.  

2. Shared with CC: The work can be modified, distributed but only under CC License. 

3. Non-Commercial: Work can be modified, distributed but not for commercial purposes. 

4. No Derivative Works: You can copy and distribute the licensed work, but you can’t modify it in 

any way or create work based on the origin. 

Apache License 

Apache License version 2.0 rights can be applied to both copyrights and patents. Some of the licenses can be 

applied only to copyrights and not patents. Some details of Apache License: 

1. Rights are Never Ending:  

2. Worldwide Authority of Rights:  

3. Rights for No Fee or Royalty:  

4. Rights are Irrevocable:  

 

General Public License 

1. Copy the Software: There’s no limit to where you can copy that code.  

2. Distribution: You can distribute it in your thumb or hard drives, you can distribute the code 

under this license with a download link on your website, you can print out the code on paper, 

whatever form of distribution you want. 

3. Charge a Fee: You can charge someone for the software, but remember to give them a copy of 

GNU GPL which would tell them that they could get the software free from elsewhere.  

4. Change the Codebase Howsoever. 

 

 



Open Source  

Open-source software is a type of computer software in which source code is released under a license in which 

the copyright holder grants users the rights to study, change, and distribute the software to anyone and for any 

purpose. Open-source software may be developed in a collaborative public manner e.g. Linux, Ubuntu, Open 

Office. 

Open data 

Open data is the idea that some data should be freely available to everyone to use and republish as they wish, 

without restrictions from copyright, patents or other mechanisms of control. Example data.gov.in 

Privacy 

Privacy is the ability of an individual or group to seclude themselves, or information about themselves, and 

thereby express themselves selectively. The boundaries and content of what is considered private differ among 

cultures and individuals. 

Privacy Law 

Information privacy law or data protection laws prohibit the disclosure or misuse of information about private 

individuals. Over 80 countries and independent territories, have now adopted comprehensive data protection 

laws. 

Phishing 

Phishing is the fraudulent attempt to obtain sensitive information such as usernames, passwords and credit 

card details by disguising oneself as a trustworthy entity in an electronic communication. 

Cyber Forensics 

Cyber forensics or Computer Forensics, is the application of scientifically proven methods to gather, process, 

interpret, and to use digital evidence to provide a conclusive description of cybercrime activities.  Cyber 

forensics also includes the act of making digital data suitable for inclusion into a criminal investigation. 

Electronic Waste or e-Waste 

It describes discarded electrical or electronic devices. Used electronics which are destined for refurbishment, 

reuse, resale, salvage recycling through material recovery, or disposal are also considered e-waste. Electronic 

scrap components, such as CPUs, contain potentially harmful materials.  

5 Ways to Safely Dispose of Your Electronic Waste 

1. Give Your Electronic Waste to a Certified E-Waste Recycler 

2. Sell Off Your Outdated Technology 

3. Donating Your Outdated Technology 

4. Visit Civic Institutions 

5. Give Back to Your Electronic Companies and Drop Off Points. 

IT Act, 2000 

The Information Technology Act, 2000 (also known as ITA-2000) is an Act of the Indian Parliament notified 

on 17 October 2000. It is the primary law dealing with cybercrime and electronic commerce. 

Aim of the IT Act 

This Act aims to provide the legal infrastructure for e-commerce in India. And the cyber laws have a major 

impact for e-businesses and the new economy in India.  

Network Neutrality 

Network Neutrality, is the principle that Internet service providers (ISPs) must treat all Internet communications 

equally, and not discriminate or charge differently based on user, content, website, platform, application, type 

of equipment, source address, destination address, or method of communication. 

Biometrics 

Biometrics are physical or behavioural human characteristics to that can be used to digitally identify a person 

to grant access to systems, devices or data. Examples of these biometric identifiers are fingerprints, facial 

patterns, voice or typing cadence. 



Bitcoin 

Bitcoin is a cryptocurrency. It is a decentralized digital currency without a central bank or single administrator 

that can be sent from user to user on the peer-to-peer bitcoin network without the need for intermediaries. 

New Media 

New media are forms of media that are computational and rely on computers for redistribution. Some examples 

of new media are computer animations, computer games, human-computer interfaces, interactive computer 

installations, websites, and virtual worlds. 

Cyber bullying 

A form of harassment or bullying inflicted through the use of electronic or communication devices 

such as computer, mobile phone, laptop, etc. 

Cyber stalking 

Cyber stalking is the use of electronic communication by a person to follow a person, or attempts to 

contact a person to foster personal interaction repeatedly despite a clear indication of disinterest by 

such person; or monitors the internet, email or any other form of electronic communication commits 

the offence of stalking. 

Vishing 

Vishing is an attempt where fraudsters try to seek personal information like Customer ID, Net Banking 

password, ATM PIN, OTP, Card expiry date, CVV etc. through a phone call. 

Impersonation and identity theft 

Impersonation and identity theft is an act of fraudulently or dishonestly making use of the electronic 

signature, password or any other unique identification feature of any other person. 

Phishing 

Phishing is a type of fraud that involves stealing personal information such as Customer ID, IPIN, 

Credit/Debit Card number, Card expiry date, CVV number, etc. through emails that appear to be from 

a legitimate source. 

Spamming 

Spamming occurs when someone receives an unsolicited commercial messages sent via email, SMS, 

MMS and any other similar electronic messaging media. They may try to persuade recipient to buy a 

product or service, or visit a website where he can make purchases; or they may attempt to trick him/ 

her into divulging bank account or credit card details. 

Ransomware 

Ransomware is a type of computer malware that encrypts the files, storage media on communication 

devices like desktops, Laptops, Mobile phones etc., holding data/information as a hostage. The victim 

is asked to pay the demanded ransom to get his device decrypts. 

Crowdsourcing 

Crowdsourcing is a sourcing model in which individuals or organizations obtain goods and services, including 

ideas and finances, from a large, relatively open and often rapidly-evolving group of internet users; it divides 

work between participants to achieve a cumulative result. 

A smart mob 

A smart mob is a group whose coordination and communication abilities have been empowered by digital 

communication technologies. Smart mobs are particularly known for their ability to mobilize quickly. The 

concept was introduced by Howard Rheingold in his book Smart Mobs: The Next Social Revolution. 



 

 

 



 

 

 

 

 



 

HOTS BASED QUESTIONS: 

1. What are intellectual property rights? 

2. What is Plagiarism? 

3. What is open source software? 

4. What are the privacy laws in IT? 

5. What is Cyber Crime? 

6. What is the difference between Phishing and Vishing? 

7. What is illegal download? 

8. What is W‐waste management? 

9. What are the biometrics devices? 

 

ANSWERS: SOCITY LAW AND ETHICS 

 

1. Intellectual property rights are the rights given to persons over the creations of their minds. They 

usually give the creator an exclusive right over the use of his/her creation for a certain period of time. 

 

2. Plagiarism is the "wrongful appropriation" and "stealing and publication" of another author's 

"language, thoughts, ideas, or expressions" and the representation of them as one's own original work. 

Plagiarism is considered academic dishonesty and a breach of journalistic ethics. 

 

3. Open‐source software is a type of computer software in which source code is released under a 

license in which the copyright holder grants users the rights to study, change, and distribute the 

software to anyone and for any purpose. Open‐source software may be developed in a collaborative 

public manner. 

 

4. Privacy law refers to the laws that deal with the regulation, storing, and using of personally 

identifiable information of individuals, which can be collected by governments, public or private 

organisations, or other individuals. Privacy laws are considered within the context of an individual's 

privacy rights or within reasonable expectation of privacy. 

 

 

5. The crime that involves and uses computer devices and Internet, is known as cybercrime. 

Cybercrime can be committed against an individual or a group; it can also be committed against 

government and private organizations. It may be intended to harm someone's reputation, physical 

harm, or even mental harm. 

 



6. Voice phishing, or “vishing”, works the same way as a spear phishing attack (by using personalized 

information to leverage trust), but uses a different channel: the telephone. The scammer calls an 

individual, pretending to be calling for a trusted organization (like the bank or your credit card 

company). 

 

7. Illegal downloading places your computer at high risk of receiving viruses. Most illegal 

downloading is done through Peer‐to‐Peer (P2P) software, which allows people to share their files 

with others. 

 

10. Waste management (or waste disposal) are the activities and actions required to manage waste 

from its inception to its final disposal. This includes the collection, transport, treatment and disposal 

of waste, together with monitoring and regulation of the waste management process. 

 

11. A biometric device is a security identification and authentication device. Such devices use 

automated methods of verifying or recognising the identity of a living person based on a physiological 

or behavioural characteristic. These characteristics include fingerprints, facial images, iris and voice 

recognition. 


